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	PARENTAL CONTROLS GUIDE
Blocking Pornography on iPhone, Android & Google
A Step-by-Step Guide for Parents



	About This Guide:  This guide provides detailed, step-by-step instructions for parents to set up parental controls on iPhone (iOS), Android devices, and through Google accounts to block pornographic content and searches. It also includes strategies to prevent children from bypassing these controls.
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	SECTION 1: iPhone & iOS Parental Controls



iPhone / iOS — Complete Setup Guide
Apple’s Screen Time feature provides one of the most comprehensive built-in parental control systems available. Follow every section below for maximum protection.

Step 1: Enable Screen Time & Set a Passcode
Screen Time is the master control panel for all iOS parental controls. This must be set up first.
1. Open the Settings app (the gray icon with gears).
1. Scroll down and tap Screen Time.
1. Tap Turn On Screen Time, then tap Continue.
1. When asked, tap This is My Child’s iPhone (or iPad).
1. Tap Use Screen Time Passcode.
1. Enter a 4-digit passcode that your child does NOT know. Enter it again to confirm.
1. You may be prompted to enter your Apple ID — do this so you can recover the passcode if forgotten.

	⚠  IMPORTANT:  Use a passcode your child cannot guess. Do NOT use their birthday, a repeated digit (e.g., 1111), or any number they have seen you type. Consider using a random 4-digit code and storing it in a password manager.



Step 2: Block Pornographic Websites in Safari
This restricts what websites can be visited through Safari, Apple’s default browser.
1. In Settings, tap Screen Time.
1. Enter your Screen Time passcode if prompted.
1. Tap Content & Privacy Restrictions.
1. Toggle Content & Privacy Restrictions to ON (green).
1. Tap Content Restrictions.
1. Tap Web Content.
1. Select Limit Adult Websites.

	Choosing ‘Limit Adult Websites’ enables Apple’s automatic adult content filter, which blocks the vast majority of pornographic sites. You can also choose ‘Allowed Websites Only’ for even stricter control — this blocks everything except websites you manually approve.



1. To manually block additional specific websites: scroll down to NEVER ALLOW and tap Add Website. Enter the URL (e.g., www.example.com).
1. To whitelist safe sites under ‘Allowed Websites Only’: tap Add Website under ALWAYS ALLOW and enter approved URLs.

	✔  TIP:  Even with Limit Adult Websites enabled, it is wise to also block specific popular pornographic domains manually under NEVER ALLOW as a backup.



Step 3: Block or Remove Other Browsers
Safari filters do not apply to other browsers. Preventing installation of additional browsers is critical.
1. In Settings, go to Screen Time → Content & Privacy Restrictions.
1. Tap iTunes & App Store Purchases.
1. Tap Installing Apps.
1. Select Don’t Allow.

To delete browsers already installed (such as Chrome, Firefox, or DuckDuckGo):
1. Press and hold the browser app icon on the home screen.
1. Tap Remove App, then tap Delete App to confirm.

	⚠  IMPORTANT:  If you allow app installation for other reasons, regularly audit the installed apps to check for browsers, VPN apps, or private browsing tools your child may have downloaded.



Step 4: Turn Off Private Browsing
Private/Incognito mode in Safari leaves no history, making oversight impossible. Disable it this way:
1. Go to Settings → Screen Time → Content & Privacy Restrictions → Content Restrictions → Web Content.
1. Select Limit Adult Websites. This disables the Private option within Safari automatically.

	When Screen Time content restrictions are active, the Private tab option disappears from Safari’s tab interface. Your child will not be able to browse without leaving a history trail.



Step 5: Restrict Explicit Content in Search & Siri
Siri and Spotlight search can return web results, images, and suggestions. Restrict these as follows:
1. In Settings, go to Screen Time → Content & Privacy Restrictions → Content Restrictions.
1. Tap Siri & Dictation.
1. Under Siri Explicit Language, select Don’t Allow.
1. Under Web Search Content, select Don’t Allow. This prevents Siri from searching the web for your child.

1. Return to Content Restrictions and tap Search.
1. Toggle off Siri Suggestions in Search, Siri Suggestions in Look Up, and any other web-connected options.

Step 6: Restrict the App Store & Explicit App Content
1. Go to Settings → Screen Time → Content & Privacy Restrictions → Content Restrictions.
1. Tap Apps. Set the age rating to 4+ or 9+ to block apps rated for older audiences.
1. Tap App Clips and set to Don’t Allow.
1. Return and tap TV Shows and Movies — set to the appropriate age rating.
1. Tap Explicit Content under Music, Podcasts & News and set to Clean.
1. Tap Books and set to Don’t Allow Explicit Content.

Step 7: Block iCloud Private Relay (if applicable)
iCloud Private Relay is Apple’s privacy feature that can mask web traffic and potentially interfere with parental monitoring tools. Disable it on your child’s device:
1. Go to Settings → [Child’s Name] (Apple ID at the top) → iCloud.
1. Tap Private Relay.
1. Toggle it OFF.

Step 8: Set Up Family Sharing (Remote Monitoring)
Family Sharing lets you monitor and manage your child’s device remotely from your own iPhone.
1. On YOUR iPhone, go to Settings → [Your Name] → Family Sharing.
1. Tap Add Member and follow the prompts to invite your child’s Apple ID.
1. Once added, you can view their Screen Time reports and adjust limits from your device remotely.
1. Enable Ask to Buy so your child cannot purchase or download apps without your approval.

	✔  TIP:  With Family Sharing, you receive notifications when your child requests to download an app. You approve or decline from your own phone. This prevents any app from being installed without your knowledge.



Step 9: Enable Communication Limits
1. In Screen Time, tap Communication Limits.
1. During Screen Time: set to Contacts Only so your child can only call/message people in their contacts.
1. During Downtime: set to Specific Contacts and manually select only approved family members.

Step 10: Anti-Circumvention Protections
These steps prevent your child from bypassing the controls you have set up:
1. Never share your Screen Time passcode — it is separate from the device unlock passcode.
1. Enable the require Screen Time passcode option so the child cannot turn off Screen Time themselves.
1. Disable VPN & Device Management under Content & Privacy Restrictions → Privacy & Allowed Changes → VPN set to Don’t Allow. This prevents installation of VPN apps that can bypass web filters.
1. Disable Allow Changes to Accounts: go to Content & Privacy Restrictions → Account Changes → Don’t Allow. This prevents your child from logging out of their Apple ID and into a new, unmonitored one.
1. Disable Passcode Changes: in Content & Privacy Restrictions → Passcode Changes → Don’t Allow.
1. Regularly review Screen Time reports (available in Settings → Screen Time) to see websites visited, apps used, and daily usage by category.
1. Consider adding a DNS-level filter (see Section 3 for details) as an additional safety net that operates even if device-level filters are bypassed.



	SECTION 2: Android Parental Controls



Android — Complete Setup Guide
Android parental controls work through Google Family Link combined with device-level settings. Both must be configured together for comprehensive protection.

Step 1: Set Up Google Family Link
Google Family Link is the primary parental control tool for Android. It lets you manage your child’s Google account and device remotely.

On the Parent’s Phone:
1. Download the Google Family Link for Parents app from the Google Play Store.
1. Open the app and sign in with YOUR Google account.
1. Tap Get Started and follow prompts to create a supervised Google account for your child (or link an existing child account).
1. Follow all steps to link the child’s account to your Family Link supervision.

On the Child’s Phone:
1. Download the Google Family Link for Children & Teens app.
1. Sign in with the child’s supervised Google account.
1. Accept the supervision confirmation from the parent app.
1. The device is now supervised. All Google services on that account will be filtered.

	⚠  IMPORTANT:  Family Link supervision ends automatically when the child turns 13 (in the US) unless you take steps to continue it. At age 13, Google gives the child the option to graduate their account. Monitor this and discuss continued supervision with your teenager.



Step 2: Enable SafeSearch & Filter Google Search
1. Open the Family Link parent app on your phone.
1. Select your child’s account.
1. Tap Controls → Content Restrictions → Google Search.
1. Ensure SafeSearch is turned ON. This filters explicit content from search results and image searches.

	Google SafeSearch filters sexually explicit results from text searches, image searches, and video previews. When managed by Family Link, children cannot turn this setting off.



Step 3: Filter Google Chrome & Block Websites
1. In the Family Link parent app, go to your child’s Controls.
1. Tap Content Restrictions → Chrome.
1. Choose one of the following options:
1. Try to block mature sites — Filters most adult content automatically (recommended minimum).
1. Only allow certain sites — Blocks everything except websites you specifically approve (strictest option).
1. Under Blocked Sites, tap Add a website and enter specific pornographic domains you want to block.
1. Under Approved Sites (if using ‘Only allow certain sites’), tap Add a website for each safe site.

	⚠  IMPORTANT:  Chrome filtering only applies when the child is signed in to Chrome with their supervised Google account. Ensure no other browsers are installed (see Step 5 below).



Step 4: Restrict Google Play Store & App Downloads
1. In the Family Link parent app, go to your child’s Controls.
1. Tap Controls on Google Play.
1. Set the content rating filter to Everyone or Everyone 10+ to prevent downloading mature apps.
1. Enable the Approve apps option so your child must request your permission before any app can be downloaded.

	✔  TIP:  Enable app approval even if you trust your child with the Play Store rating filter. This gives you a notification and a second review before any app lands on the device.



Step 5: Block Other Browsers & Delete Them
Chrome filters only apply to Chrome. Any other browser installed on the device bypasses these controls entirely.
1. Since you enabled app approval in Step 4, your child cannot download new browsers without your permission.
1. Check existing apps: go to Settings → Apps on the child’s phone and scroll through the list.
1. Uninstall any secondary browsers (Firefox, Opera, Brave, UC Browser, etc.) by tapping the app and selecting Uninstall.
1. You can also remotely uninstall apps from the Family Link parent app: tap your child’s device name → App Activity → select the app → tap the trash icon.

Step 6: Restrict YouTube
1. In Family Link, go to Controls → Content Restrictions → YouTube.
1. Set the content level to Supervised YouTube or YouTube Kids depending on your child’s age.
1. For younger children (under 10): uninstall regular YouTube entirely and install YouTube Kids instead.

Step 7: Set Screen Time & Activity Monitoring
1. In the Family Link parent app, tap Daily Limits on the child’s profile.
1. Set total daily screen time and an automatic device Bedtime lock.
1. Review the weekly Activity Report sent to your Family Link parent app to see apps used and websites visited.
1. Enable Location Sharing to know where your child is with their device.

Step 8: Anti-Circumvention Protections for Android
1. Keep your Google account password secret — your child must not know the Family Link parent account credentials.
1. Disable Developer Options: go to Settings → Developer Options (if visible) and toggle it OFF. Developer Options can be used to sideload unapproved apps.
1. Turn off Unknown Sources: go to Settings → Security → Install Unknown Apps and set all apps to Not Allowed. This prevents downloading apps outside the Play Store (called sideloading).
1. Remove the ability to uninstall Family Link: Family Link cannot be uninstalled from a supervised device, but if the child factory resets the phone, it removes the supervision. Enable a Device Lock PIN that only you know to prevent a factory reset.
1. Use a DNS-level filter (see Section 3) which filters content at the network level regardless of which browser or app is used.
1. Regularly check the Activity Report in the Family Link app and have open conversations with your child about online safety.



	SECTION 3: Google Account & Network-Level Controls



Google Account & Network-Level Controls
In addition to device-level controls, you can enforce filters at the Google account level and at the network (router/DNS) level. These provide additional layers of protection that apply across devices.

Part A: Google SafeSearch (Account-Level)
Google SafeSearch can be locked through Family Link for supervised accounts, or manually enabled for any Google account used on your child’s devices.

Locking SafeSearch via Family Link (Recommended):
1. When your child uses a supervised Family Link account, SafeSearch is locked ON and cannot be changed by the child.
1. See Section 2, Step 2 for setup instructions.

Enabling SafeSearch Manually (for non-supervised accounts):
1. On any browser, go to google.com.
1. Click Settings (bottom-right of the Google homepage) → Search Settings.
1. Under SafeSearch Filters, check Turn on SafeSearch.
1. Click Save.

	⚠  IMPORTANT:  Manual SafeSearch (without Family Link) can be turned off by the child unless you lock it. Always use Family Link supervision for a supervised account to ensure SafeSearch cannot be disabled.



Part B: YouTube Restricted Mode
YouTube contains a Restricted Mode that filters mature content including sexually suggestive videos. This should be enabled on your child’s account.
1. Open YouTube and sign in with the child’s Google account.
1. Click the child’s profile icon (top right).
1. Scroll to the bottom of the menu and click Restricted Mode.
1. Toggle Activate Restricted Mode to ON.

	With Family Link supervision, YouTube Restricted Mode can be locked at the Supervised YouTube level from the parent app, which the child cannot change.



Part C: Google Account Safe Content Settings
1. Sign in to the child’s Google account on any browser.
1. Go to myaccount.google.com.
1. Click Data & Privacy.
1. Review and restrict any connected apps or services that could bypass filters.

Part D: DNS-Level Filtering (Advanced — Highly Recommended)
DNS (Domain Name System) filtering blocks pornographic websites at the network level, before a request even reaches the browser. This protects ALL devices on your home Wi-Fi network regardless of device type or browser.

Option 1: CleanBrowsing (Free)
1. Log into your home router (usually at 192.168.1.1 or 192.168.0.1 in a browser).
1. Find the DNS settings (often under Advanced, Network, or WAN settings).
1. Replace your current DNS servers with CleanBrowsing Family Filter addresses:
1. Primary DNS: 185.228.168.168
1. Secondary DNS: 185.228.169.168
1. Save the settings. All devices connecting to your home Wi-Fi will now have pornography filtered.

Option 2: OpenDNS FamilyShield (Free)
1. Primary DNS: 208.67.222.123
1. Secondary DNS: 208.67.220.123
Set these the same way as described above in your router DNS settings.

Option 3: Google Family Link DNS (via Family Link App)
If using Google Family Link, you can lock SafeSearch and Chrome content filtering at the account level as described in Sections 2 and 3A, which supplements DNS-level filtering.

	⚠  IMPORTANT:  DNS filtering only works on your home network. If your child uses mobile data (4G/5G), the router DNS settings do not apply. For mobile data filtering, device-level settings (Sections 1 and 2) are essential. You can also contact your mobile carrier to request content filtering on the data plan.



Part E: Mobile Carrier Content Filtering
Most major mobile carriers offer free content filtering that applies over their mobile data network. Contact your carrier and ask about:
1. Parental controls / Family controls on your account
1. Content blocking for explicit/adult websites over mobile data
1. Usage monitoring and app blocking features
Carriers such as Verizon (Verizon Smart Family), AT&T (AT&T Secure Family), T-Mobile (T-Mobile FamilyMode), and others offer dedicated parental control apps and data-level filtering services.



	SECTION 4: Additional Strategies to Prevent Circumvention



Preventing Bypass — Anti-Circumvention Strategies
Children and teenagers are often tech-savvy and may attempt to bypass parental controls. These strategies provide additional layers of protection.

1. Use a Dedicated Monitoring App
Third-party monitoring apps offer more robust controls than built-in tools and are harder to bypass:
	App
	Key Features
	Platforms

	Bark
	AI monitoring for concerning content in texts, email, social apps — alerts parents instead of blocking everything
	iOS & Android

	Circle
	Router-based + app-based filtering, app time limits, per-device controls
	iOS, Android, Home Router

	Qustodio
	Web filtering, app blocking, time limits, location tracking, detailed reports
	iOS & Android

	Net Nanny
	Real-time pornography detection, web filtering, screen time management
	iOS & Android

	Covenant Eyes
	Screen accountability — takes periodic screenshots and sends to a trusted accountability partner
	iOS & Android



2. Prevent VPN Use
VPN (Virtual Private Network) apps can tunnel internet traffic around content filters. Block them as follows:
1. iPhone: Settings → Screen Time → Content & Privacy Restrictions → VPN & Device Management → Don’t Allow.
1. Android: Family Link prevents VPN app installation if you have App Approval enabled. Manually remove any VPN apps already installed.
1. Router level: Some routers allow you to block VPN protocols (OpenVPN, WireGuard) in their firewall settings.

3. Block Incognito / Private Browsing Modes
1. iPhone: Enabling Screen Time content restrictions automatically removes the Private tab option from Safari.
1. Android/Chrome: In Family Link, Chrome filtering applies regardless of private mode when the child is logged into their supervised account. However, if Chrome is removed and another browser is used, incognito mode may be available — this is why browser lockdown (Section 2, Step 5) is essential.

4. Control Wi-Fi Access
1. Set your home Wi-Fi router password and do not share it with your child. Provide Wi-Fi access only through your controlled network, not by giving them the password to use unapproved networks.
1. Consider a router such as Circle Home Plus or Eero that has built-in parental controls per device, including pause internet, content filtering, and time limits.
1. Set a nightly internet off time on the router for your child’s devices.

5. Remove or Monitor Social Media Apps
Many social media platforms (Reddit, X/Twitter, Tumblr, Discord) can expose children to explicit content even without searching for it. Consider these steps:
1. Remove social media apps entirely for young children.
1. For teenagers: review privacy settings together, use monitoring apps like Bark that scan social media messages for concerning content.
1. Reddit in particular hosts a large volume of explicit content and should be blocked or removed for children.

6. Enable Passcode Protection on All Devices
1. Ensure every device has a lock screen passcode that your child does not know.
1. On shared family computers: create a separate, restricted user account for your child. Do not give them access to the admin account.
1. Set all devices to auto-lock after 1-2 minutes of inactivity.

7. Regularly Audit & Update Settings
1. Check Screen Time (iOS) or Activity Reports (Android/Family Link) weekly.
1. After every iOS or Android system update, verify that parental control settings are still in place — updates occasionally reset configurations.
1. Periodically search the device for new apps, especially browsers, social platforms, or messaging apps.
1. Check for AirDrop (iOS) or Nearby Share (Android) activity — these can be used to share content device-to-device without an internet connection.

8. Communication and Relationship
Technology controls are most effective when combined with open, ongoing conversation:
1. Explain to your child in age-appropriate terms why certain content is blocked and why these boundaries exist.
1. Create an environment where your child feels safe to tell you if they encounter something disturbing online.
1. Position devices in common areas of the home, not in bedrooms, to reduce opportunity for unsupervised access.
1. Revisit rules regularly as your child grows and technology changes.



	QUICK REFERENCE SUMMARY



Summary Checklist

iPhone Checklist
1. Screen Time enabled with a passcode your child does not know
1. Content & Privacy Restrictions turned ON
1. Web Content set to Limit Adult Websites (or Allowed Websites Only)
1. App installation set to Don’t Allow OR App approvals enabled via Family Sharing
1. Private browsing disabled (auto-disabled when content restrictions are active)
1. Siri web search and explicit language disabled
1. App Store age ratings restricted to 4+ or 9+
1. VPN & Device Management set to Don’t Allow
1. Account changes set to Don’t Allow
1. Family Sharing and Ask to Buy set up

Android Checklist
1. Google Family Link set up with parent and child accounts linked
1. SafeSearch locked ON via Family Link
1. Chrome content restriction set to Try to block mature sites or Only allow certain sites
1. App approval required for all Google Play downloads
1. Age rating filter set on Google Play
1. Other browsers uninstalled
1. YouTube restricted mode enabled
1. Unknown sources (sideloading) disabled
1. Developer Options disabled
1. Activity reports reviewed weekly

Google Account Checklist
1. Google SafeSearch locked via Family Link (supervised account)
1. YouTube Restricted Mode enabled
1. DNS-level filtering set up on home router
1. Mobile carrier content filtering requested
1. VPN apps blocked

General Anti-Circumvention Checklist
1. All device passwords and control passcodes kept secret from child
1. Devices kept in common areas, not bedrooms
1. Third-party monitoring app installed (Bark, Qustodio, Covenant Eyes, etc.)
1. Regular weekly review of activity reports
1. Settings verified after every device software update
1. Open, age-appropriate conversations about online safety

	Final Note:  No parental control system is 100% foolproof. A layered approach — combining device-level filters, account-level controls, DNS filtering, and ongoing parental involvement — provides the strongest protection. Review and update these settings regularly as your child grows and as devices and apps are updated.





	CHURCH DEVICE POLICY



Keeping Children Focused, Safe, and Engaged

To help children and youth stay focused, safe, and engaged during church activities, phones and personal electronic devices will be collected from children and youth when they arrive for church activities.

Phones and devices will be held by designated church leaders and returned at the end of the activity or when the child is released to a parent/guardian or authorized adult.

Children and youth should not use phones or devices during services, classes, bus ministry activities, Vacation Bible School, or other church programs unless a church leader gives permission.

If a child needs to contact a parent or guardian, a church leader will help them do so. If a parent or guardian needs to reach their child during an activity, they may contact the church or a designated ministry leader.

